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1 Overview

Welcome to Good Mobile Defense™:. This book is intended for Good
Mobile Defense administrators and end users learning how to use the
product. This guide describes the features of Good Defense for
Windows Mobile and Palm OS handhelds.

Features and Benefits

Good Defense provides complete protection of sensitive data across a
variety of handheld platforms. By using Good Defense, Good
Messaging, and Good Mobile Intranet, enterprises can increase user
uptime, ease system administration, and enforce compliance with
corporate security policies and government regulations such as GLB,
SB-1386, and HIPAA. A combination of server-side and handheld
software, Good Defense provides:

¢ Advanced Password Management, including protective action
after excessive failed password attempts, protection for standard
and third-party passwords, and temporary administrative unlock
passwords.

* Application Lock-down, including the ability to set and manage
approved applications and application launch.

* Handheld Feature Control, including the ability to disable data
transfer ports that violate corporate security policies such as
Bluetooth, Infrared, or HotSync, and the ability to lock down
handheld features such as cameras, microphones, and speakers.
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Overview

* Advanced Encryption Management, providing options to control
the encryption of native handheld memory, storage cards, and
specific applications, using AES 256-bit encryption.

* Data Erase or Lockout after excessive failed password and
authentication attempts or when triggered by a security need.

For More Information

For more information about Good Defense and other applications
within the Good System product suite, visit www.good.com.
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2 Using Good Defense

This chapter provides a basic introduction to using your handheld
with Good Mobile Defense (also known as Good Defense). It
describes how to install and manage Good Defense. Use the
handheld maker’s user guide for information on basic operation and
care of your handheld.

This chapter includes information about:

* Installing Good Defense

¢ Upgrading Your Policy

* Managing Your Password

¢ Unlocking Your Handheld

* Protecting Applications with a Password

¢ Setting Options

* Protecting the Storage Card

* Using Your Phone When Good Defense is Installed
¢ Uninstalling Good Defense

Installing Good Defense

The system administrator creates the custom Good Defense policy for
you to install on your handheld. The system administrator can
specify different policy settings for auto-lock, bitwiping
functionality, and database encryption.

User’s Guide 9



Using Good Defense

Good Defense is compatible with handhelds running Palm OS 5.0,
(such as Treo 600, 650, and 700p) or Windows Mobile 5.0 handhelds
(such as Smartphones and Pocket PC, including the Treo 700w).

If your system administrator has not already installed Mobile
Defense on your handheld, the system administrator will send you
the Good Mobile Defense installation file over the air if Good
Messaging is installed on your handheld or through email.

Installing Good Defense on Palm OS Handhelds
To install the Good Defense setup file (GMDSetup.prc):

1. Over the air: You will receive a Good Messaging notification
asking you to install the Good Defense application. Once you have
received the Good Defense setup file, select it to install Good
Defense.

HotSync: Double-click the Good Defense setup file while your
handheld is cabled to your PC and perform a HotSync.

2. Reset your handheld when prompted.

Note: Your handheld may reset several times. Do not interrupt the
reset process as this is expected behavior.

3. The first time you use Good Defense, you are prompted to create a
password.

Installing on Windows Mobile Handhelds
To install the Good Defense setup file (GMDSetup.ARM.CAB):

1. Over the air: You will receive a Good Messaging notification
asking you to install the Good Defense application. Once you have
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Upgrading Your Policy

received the Good Defense setup file, save the file in the My
Documents folder and then select it to install Good Defense.

ActiveSync: Connect your handheld to your PC using ActiveSync
and move the setup file to the My Documents folder on the
handheld. Once the setup file is on your handheld, select it to
install Good Defense. If you are prompted to convert the
application, select OK.

Note: Do not save the GMDSetup. ARM.CAB file to a storage card
when you are prompted to save it.

2. Reset your handheld when prompted.

3. The first time you use Good Defense, you are prompted to create a
password.

Upgrading Your Policy

Your IT administrator will update your Good Defense policy as
needed. The new policy is included in the GMDPolicyUpgrader.prc
file on Palm OS handhelds and in the PDADefSettings.pds file on
Windows Mobile handhelds.

Upgrading on Palm OS Handhelds
To upgrade Good Defense:

1. Over the air: You will receive a Good Messaging notification
asking you to upgrade the Good Defense application. Once you
have received the Good Defense setup file, select it to upgrade
Good Defense.

HotSync: Select the GMDPolicyUpgrader.prc file while your
handheld is cabled to your PC and perform a HotSync operation.

2. Reset your handheld when prompted.
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Upgrading on Windows Mobile Handhelds
To upgrade Good Defense:

1. Over the air: You will receive a Good Messaging notification
asking you to install the Good Defense application. If prompted,
save the file to the My Documents folder. Once you have received
the Good Defense setup file, Good Defense automatically
upgrades the application.

ActiveSync: Connect your handheld to your PC using ActiveSync
and move the upgrade file to the My Documents folder on your
handheld. Once the upgrade file is on your handheld, Good
Defense will automatically install it.

2. Reset your handheld when prompted.

Managing Your Password

The system administrator determines your password policies. This
policy includes the minimum password length and requirements for
letters and digits. The password you select must conform to the
password policies included in the policies installed as part of the
Good Defense installation file. If a password does not conform to
these policies, an error message appears and you are prompted to re-
enter the password.

By default the password policy:
* requires a minimum password length of four characters

* requires letters and digits (this includes numbers, spaces, and all
special characters)

* expiresin 7 days

The password policy sets the amount of time before your password
expires. Once your password expires, you are prompted to create a
new one.

Note: The password policy set by the IT administer does not apply
to the storage (SD) card password.
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Managing Your Password

If you have forgotten your password, the administrator must reset it
for you and assign you a temporary password. For more information,
refer to “What To Do If You Forget Your Password” on page 16.

After you install Good Defense, you are prompted to set your
password.

Changing Your Password on Palm OS Handhelds

To change your password:

1. Select the Good Defense icon on the main Applications screen.
When prompted, enter your existing password.

Select Assigned next to Password.

Enter your old password.

Enter and confirm your new password.

@ o > 0 Db

Select OK to save your password changes.

Changing Your Password on Windows Mobile 5.0 Pocket PC
Handhelds

To change your password:
1. From the Start menu, select Settings, and then the System tab.
Select Good Defense.

When prompted, enter your existing password.

P O N

Select the password box at the top of the page to change your
password.

o

Enter your old password.
6. Enter and confirm your new password.

7. Click OK to save your password changes.

Changing Your Password on Windows Mobile Smartphones

To change your password:
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Using Good Defense

-h

From the Start menu, select Good Defense.

Select Good Defense Settings.

Select Password Settings.
Select Change Password.
Enter your old password.

Enter and confirm your new password.

® N o o k0 DN

Click OK to save your password changes.

14

When prompted, enter your existing password.
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Unlocking Your Handheld

Unlocking Your Handheld

When Good Defense is installed on your handheld, you see the

following screen when it is locked:

System Lockout

Good
‘ Good Defense

Jan 20. 2006
12:05 pm

Good Defense on Palm OS

Enter password:

_

H
-~

Enter Pard

= Good Defense

Enter Password:

Enter password S | ¢ ok

3 Good Defense

You have 10 attempts.

Owner info:
Jim Fulker
(405} 555-1212

Enter password:
|**** || 0K |

D E Dial

Good Defense on Windows Mobile

Good Defense on Windows Mobile Smartphone

To unlock your handheld, enter your password and select OK.

User’s Guide
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Using Good Defense

What To Do If You Forget Your Password

If you have forgotten your password, the IT administrator must reset
it for you and assign you a temporary password.

The temporary password is created by your system administrator so
you can unlock your handheld within 60 minutes. The specific
amount of time given before this temporary password expires is
specified by your system administrator. Your system administrator
generates the temporary password by using your handheld’s ID.

To retrieve the handheld ID:
1. From the main Good Defense lock screen, select ID.

2. Give the generated number to your IT administrator so that a
new, temporary password can be assigned and used to unlock
your handheld.

If your handheld’s time is not set to the network time or if you
have set it manually, you may also have to give your IT
administrator the time and time zone where you are located. The
IT administrator has to calculate your handheld’s time if your
handheld and the system administrator are in different time zones
or set to different days.

Setting Good Defense Options

Your handheld includes a number of Good Defense options that you
can customize for your use.Your system administrator determines
the options you can configure. Some of the options described in this
section may not be accessible.

Note: If your IT administrator has not given you permission to
access an option, you cannot modify it.

Setting Activation, Defense, and Owner Options

The activation, defense, and owner options let you configure when
and how Good Defense is utilized.
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Setting Good Defense Options

To set these options on Palm OS handhelds, select Options from the
Good Defense main screen. The Good Defense Options screen

appears.

annd Defance

Advanced Options ©

Wipe password:: - None - ;
w Show private records after lock
[0 Autoencrypt new databases

O Showlogo

[ Enable debuglogs

[ Use desktop password
Desktop Password :

™ Turn on Bluetooth discoverability

To set these options on Windows Mobile Pocket PC handhelds, select
the Password tab.

I:‘ Lock on power off after
I:‘ Lock on reset

f.' | Good Defense & )=
Defense AN

Defense

] Attempts limit - [ Attempts limit - H
[] 1 rot cable synced days[0hr [] 1 rot cable synced darys|0 hr _
Flnietnnthy Bluetooth ||

Password | Encryption | Databases | Fold{ Turn on Bluetooth Discoverability [
E Cner
Show cwner info

Password | Encryption | Databases | Fold% 4 r
B

T
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Using Good Defense

To set these options on Windows Mobile Smartphones, select
Password Settings.

Lock on backlight off after

[JLock on reset
Defense

Attempts limit nu
(71 not cable synced nu [C11f not cahle synced

Cwner  —— Days Hours
= Bluetooth ——
mmm on Bluetooth discoverability

Cwner

[ Attempts limit

[]Show owner info

Ok

Cancel

After setting your options, select OK to save your changes.

Good Defense Options

Activation Option  Description Notes

Lock on backlight ~ Automatically activates the lock Windows

off after feature when the backlight shuts ~ Mobile
off. Smartphones

only.

Lock on power-off ~Automatically activates the lock See “If off with
feature when the handheld’s time delay”
screen is turned off. The handheld option to set
is not locked if it is reset. delay on Palm

On Windows Mobile Pocket PC OS handhelds.
handhelds, allows you to set the

handheld to delay the activation of

the lock feature until the handheld

has been turned off (manually or

through timeout) for a specified

amount of time.
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Setting Good Defense Options

Good Defense Options

Lock on reset

Smart

If off with time
delay

Defense Options
Attempts limit

User’s Guide

Automatically activates the lock
feature when the handheld’s reset.

Allows you to have the handheld
activate the lock feature when the
handheld is turned off, as well as
when the handheld is left idle for a
specified amount of time. The Lock
on power-off option must be
enabled to set this option.

Allows you to set the handheld to
delay the activation of the lock
feature until the handheld has been
turned off (manually or through
timeout) for a specified amount of
time. For example, if your
handheld turns off after 3 minutes
and you have the “If off with time
delay” option set to 10 minutes,
your handheld will lock after 13
minutes of idle time.

Specifies the maximum number of
password attempts allowed before
a defense action is triggered by
your administrator on your
handheld. For example, the
database selected for deletion by
the administrator can be bitwiped,
your handheld may be locked, or
the SD card data can be bitwiped.

Windows
Mobile only

Palm OS only

Palm OS only
See “Lock on
power-off”
option to set
delay on
Windows
Mobile
handhelds.
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Good Defense Options

If not cable synced

Bluetooth

20

Specifies whether Good Defense
should engage the wipe or lockout
process when a HotSync or
ActiveSync operation has not been
performed on the handheld after a
specified amount of time. If the
Good Defense is engaged, the
specified defense action is
triggered.

Activation of this feature can cause
the data on the handheld to be
permanently deleted if the bitwipe
handheld or bitwipe SD card
defenses are set in the policy. If the
lockout user defense is set in the
policy, the handheld data is
preserved. You should periodically
perform a HotSync or ActiveSync
operation in order to minimize the
loss of data in case this feature is
activated.
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Setting Good Defense Options

Good Defense Options

Turn on Bluetooth ~ Determines whether or not your

Discoverability handheld can be discovered by
another Bluetooth-enabled
handheld. If you have established a
relationship with another device, it
will be able to still communicate
with your handheld even if this
option is disabled. The partnership
ends when the other device is reset.

Bluetooth must be enabled first on
the handheld or it cannot be turned
on by Good Defense. If you disable
Bluetooth through Good Defense,
it will also disable it in the
handheld’s settings.

Note: Some handhelds may reset
more than once when this option is

enabled.
Owner Options
Show owner Displays all information stored in
information the owner information within the

default OS preference on the
Mobile Defense lockout screen.

Stealth mode Stealth mode lets the Good Palm OS only
Defense lockout screen mimic the
default Palm OS security lockout
screen. This feature makes the
handheld appear as if it has no
advanced security software
installed on it. The number of
available password attempts is also
hidden.
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Setting Advanced Options on Palm OS

To set advanced options, select Advanced from the Good Defense
main screen. The Advanced Options screen appears.

Note: The options below apply to Palm OS handhelds.

Goand NDafanca
Advanced Options

Wipe password:;

w Show private records after lock

[0 Autoencrypt new databases
O Showlogo
[ Enable debuglogs

[ Use desktop password
Desktop Password:;

™ Turn on Bluetooth discoverability

o

Good Defense Advanced Options

Option
Wipe password

Description

Specifies a panic password that, when entered

into the lockout screen, engages the bitwipe or
erase process. If the administrator has pre-set a
panic or defense password, the Wipe Password
display is assigned. You can change this

password.

Show private records
after lock

Specifies whether to show, mask, or hide your
private records after the handheld is locked by

Good Defense.

22
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Setting Good Defense Options

Good Defense Advanced Options

Autoencrypt new
databases

Show logo

Debug logs enabled

Use Desktop Password

Turn on Bluetooth
discoverability

Selects databases that have been created after the
installation of Good Defense. These databases
are automatically selected for encryption.

Good Defense allows you to manually decrypt
all databases that have been selected for
encryption by the administrator. Use the Decrypt
all databases menu option to do this.

This setting is not recommended for Treo
handhelds.

Displays the custom logo, if set, before the
lockout screen. If this option is not selected, the
default lockout screen is displayed.

This option is reserved for use as instructed by
your customer service representative.

The Desktop Password is the main Palm OS
system password used by many other
applications and it is used to lock your owner
information within the main Palm OS
preferences. You are prompted for the desktop
password when you synchronize your handheld
to your desktop computer.

Good Defense does not use the Desktop
Password by default.

Determines whether or not your handheld can
be discovered by another Bluetooth-enabled
handheld. If you have established a relationship
with another device, it will be able to still
communicate with your handheld even if this
option is disabled. The partnership ends when
the other device is reset.

After setting your options, select OK to save your changes.

User’s Guide
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Protecting Applications with Passwords

You can configure Good Defense so a password is required before
selected applications can be used. If the IT administrator has
specified that particular applications be password-protected before
they can be started, you cannot change the settings; you can view and
add to the list of applications, and on Palm OS handhelds, you can set
a timeout value for the protected applications.

Note: If you have Good Messaging installed on the same handheld
as Good Defense, disable the Good Messaging password.

Protecting Applications on Palm OS Handhelds
To require a password to start an application:

1. Select Launch from the Good Defense main screen. The Protect
Applications screen appears.

Protect applications €

Launch O Timeout

O = GoodLink

O EX  Quick Tour

O Bluetooth

O E Ccac

O &3 Calendar

O Camcorder

O Camera

O 9 Cardinfo

O & Downloads

O &9 GetBC &2
[ OK ] (Cancel) ™ ProtectFind

2, Select the applications you want to protect with a password.
When you start the selected applications, you are prompted for
your Good Defense password.
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Protecting Applications with Passwords

If you select Protect Find, the applications are also launch-
protected if they appear as a result of a Palm Search. If you locate
the applications and they are referenced as shortcuts to the
applications, the find results are also launch-protected.

Select Timeout to allow a specific amount of time to pass before
you re-enter a password-protected application without having to
enter your password. For example, if you select Good Messaging
and set the time out value to 30 minutes, you are not prompted to
enter your password if you go to another application and then
return to Good Messaging within 30 minutes.

Protecting Applications on Windows Mobile Pocket PC Handhelds
To require a password to start an application:

1. Select the Applications tab from the main Good Defense screen. A
list of applications appears.

- e Y= B

Select applications to launch protect:

f." | Good Defense

i »

12 tnternet Explorer
I:‘ Messaging
D% Pictures & Videos
= Programs

I:‘ Calculator

6@ camera —
[ Dowwnlnad Anent

Faolders | Yolumes | Applications | Abaut EI
E

2. Select the applications you want to protect with a password.
When you start the selected applications, you are prompted for
your Good Defense password.

8. Click OK to save your settings.

Note: The Protect Find and Timeout options are not available in the
Windows Mobile version of Good Defense.
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Protecting Applications on Windows Mobile Smartphones
To require a password to start an application:

1. Select the Application Settings from the main Good Defense
screen. A list of applications appears.

(ke ATQLUI
[ JE¥ Audio Enhancement
(I Calculator
[ JER Download Agent
& ActiveSync
= [Cg Bluetooth

2, Select the applications you want to protect with a password.
When you start the selected applications, you are prompted for
your Good Defense password.

3. Click Save to save your settings.

Encrypting Folders and Volumes

Note: Folders and volume encryption is only supported on
Windows Mobile handhelds.

You can specify folders and volumes to encrypt on Windows Mobile
handhelds. When a file, folder, volume becomes encrypted, the
information is obscured, unreadable and protected. You can protect
individual folders or volumes on your handheld. A volume is part of
the file storage available on your handheld and it usually contains a
collection of folders and files.

When you encrypt a volume, it provides “always on” encryption and
is more secure. Encrypting a volume is quicker and more efficient
than encrypting a folder because when a folder is encrypted, every
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file in the folder is read and then encrypted or decrypted. When you
encrypt a volume, the data in that volume is encrypted at the time it
is saved to memory.

If you encrypt a folder, it is encrypted when you lock your handheld
and decrypted when you unlock it.

To access a volume, you mount it using your volume password and
when it is mounted it is visible for any application to add or delete
files from the volume. When the volume is unmounted, the folders in
the volume are not protected and not available until you mount the
volume again. Other applications cannot save or remove data from
the encrypted folders in the volume while it is unmounted.

Note: Encryption settings may be defined by your system
administrator and therefore, you may not be able to change
these options.

To enable encryption on Windows Mobile Pocket PC handhelds:
1. Select the Encryption tab from the main Good Defense screen.

2. Select Enable encryption. It is enabled by default. If encryption is
not enabled, you cannot encrypt databases, folders, or volumes.

3. Click OK to save your settings.

Encrypting Folders

When you encrypt a folder, all of the files in that folder are protected
when you lock your handheld with Good Defense.

To encrypt a folder on a Window Mobile Pocket PC handheld:
1. Select the Folder tab from the main Good Defense screen.
Select the folders you want to protect.

Click OK to save your settings.

P O N

Optionally, select Bitwipe Settings to select the folders you want
to bitwipe. The folders you select will be deleted when a bitwipe
defense is initiated.
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Clearing the checkbox means the component will not be
encrypted or bitwiped. You can only select a folder that contains
data.

To encrypt a folder on Windows Mobile Smartphone:

1. Select the Folder Encryption from the main Good Defense screen.
2, Select the folders you want to protect.

8. Click Save to save your settings.
4

. Select Folder Bitwipe from the main Good Defense screen to
select the folders you want to bitwipe.

Clearing the checkbox means the component will not be
encrypted or bitwiped. You can only select a folder that contains
data.

Encrypting Volumes

You can create a secure, encrypted volume. A volume is part of the
file storage available on your handheld and it usually contains a
collection of folders and files. A volume can also exist on the data
storage card. An encrypted volume requires a separate password
from your Good Defense password. You can create multiple
volumes, up to a maximum of 10.

Volume Options

Option Description

Volume Specifies the location

Size Specifies the storage size, in megabytes, of the part
of the storage card you want to encrypt. The amount
must be equal or less than the free space on the card
or in main memory.

Encryption Specifies the type of encryption used to protect the

storage card. By default, Good Defense includes
the encryption provider AES. AES key length is 256-
bit.

Password/Confirm  Specifies and confirms your volume password.
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Volume Options

Name Specifies the name of the encrypted volume.

Folder Specifies the folders to be included in the encrypted
volume.

Type Specifies the type of volume. By default, the type is

Good Mobile Defense disk (.dsk).

Location Specifies the location of the encrypted volume.

Creating a Volume on Windows Mobile Pocket PC Handhelds

To create a volume:

1.
2.
3.

Select the Volumes tab from the main Good Defense screen.
Select File and then New.
Select the ellipsis (...) next to the Volume field.

You do not need to enter any text in the Volume field on this
screen. It will be populated automatically with the folder location
after you provide more information on the next screen.

Enter a name for the volume.

5. Specify which folders you want to include in the volume.

Specify the type of volume. In this case, you can only choose Good
Defense disk. The volume created has the file type extension .dsk.

Choose the location. The location can be in main memory, storage
card or within another volume.

8. Select Save.

Specify the size of the volume.

The size you specify for the volume is subtracted from the total
free space available on the handheld.

10.Enter and confirm a password. This password is used to access

(mount and decrypt) the volume.

11.Click OK to save your settings.
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Creating a Volume on Windows Mobile Smartphones
To create a volume:

1. Select Volumes from the main Good Defense screen.
Select File and then New.

Specify the volume’s path.

Enter a name for the volume.

a > @b

Specify the size of the volume.

The size you specify for the volume is subtracted from the total
free space available on the handheld.

6. Enter and confirm a password. This password is used to access
(mount and decrypt) the volume.

7. Click OK to save your settings.

Deleting a Volume on a Windows Mobile Pocket PC Handheld
To delete a volume:
1. Select the Volumes tab from the main Good Defense screen.

2. Select Delete from the File menu. If the file is mounted, you must
dismount before the volume can be deleted. Select Dismount
from the Volume menu to do this.

Deleting a Volume on a Windows Mobile Smartphone
To delete a volume:
1. Select Volumes from the main Good Defense screen.

2. Select Delete from the File menu. If the file is mounted, you must
dismount before the volume can be deleted. Select Dismount
from the Volume menu to do this.

Adding a File or Volume Through Beaming

You can add a file or volume that another user has beamed to you to
those volumes that are protected by Good Defense.

To add a file or volume:
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. Select the Volumes tab from the main Good Defense screen.

Select Add from the file menu and navigate to the directory where
the existing Good Defense disk (.dsk) file is located.

Select the folders, by tapping the names, you want to add to the
secure volume. By default, Good Defense searches for secure
volume files.

Click OK.

Mounting and Dismounting a Volume on Windows Mobile Pocket
PC Handhelds

To mount or dismount a volume:

1.
2.

Select the Volumes tab from the main Good Defense screen.
Select Mount or Dismount from the Volume menu.

When a volume is mounted, the information in it is available to
other applications and is not protected. When it is dismounted,
the information in it is encrypted and not available.

Mounting and Dismounting a Volume on Windows Mobile
Smartphones

To mount or dismount a volume on Smartphones:

1.
2.

Select the Volumes from the main Good Defense screen.
Select Mount or Dismount from the Volume menu.

When a volume is mounted, the information in it is available to
other applications and is not protected. When it is dismounted,
the information in it is encrypted and not available.

Encrypting a Database

You can encrypt a database or bitwipe it.
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Encryption a Database on Windows Mobile Pocket PC Handhelds
To select a database for encryption or bitwiping:
1. Select the Database tab from the main Good Defense screen.
2. Select the database you want to protect.
3. Select Bitwipe Settings to select the databases you want to
bitwipe.
Clearing the checkbox means the component will not be

encrypted or bitwiped. You can only select a database that
contains records.

Encryption a Database on Windows Mobile Smartphones
To select a database for encryption on Smartphone:

1. Select the Database Encryption from the main Good Defense
screen.

2. Select the database you want to protect.

3. Select Save.

To select a database for bitwiping on Smartphone:

1. Select Database Bitwipe from the main Good Defense screen.
2. Select the database you want to bitwipe.

3. Select Save.

Clearing the checkbox means the component will not be
encrypted or bitwiped. You can only select a database that
contains records.

Automatic Encryption of New Databases

You can have Good Defense automatically encrypt any new
databases and applications that are added to the handheld during the
syncing process. To activate this option, select the checkbox next to
“Auto encrypt new databases.”
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Note: If you choose to enable auto encryption, it can cause third
party software conflict errors. Some applications do not
operate correctly when Good Defense encrypts their
databases. If they are installed onto a handheld with Good
Defense and auto encryption is enabled, then a third-party
application conflict may arise.

Encrypting Storage Cards

You can also use Good Defense to protect the information stored on
the handheld’s data storage (SD) card. Good Defense protects the
storage card by encrypting the information on it. If you have a Good
Messaging backup on your storage card, leave 3 to 4 MB free. Your IT
administrator may set a policy to force data storage card encryption.

Note: A message referring to an “external device” may appear
while encrypting the storage card. The “external device” is
the storage card.

If a storage card is inserted into the handheld, and the force storage
card encryption policy is set, you are prompted to allow Good
Defense to format the card. If you select Cancel, the card cannot be
used. This means that the card is unmounted and you cannot access
(read or write to) it.

Important:You are prompted to delete the contents of your storage
card when you choose to encrypt your storage card.

Encrypting a Storage Card on Windows Mobile Pocket PC
Handhelds

When you want to protect the storage card for a Windows Mobile
handheld, you create a volume on the storage card and encrypt that
volume.

To encrypt a storage card on Windows Mobile Pocket PC handhelds:
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. Select the Volumes tab from the main Good Defense screen.

Select File and then New.

3. Select the ellipsis (...) next to the Volume field.

N o a »

8.
9.

You do not need to enter any text in the Volume field on this
screen. It will be populated automatically after you provide more
information on the next screen.

Enter a name for the volume.
Specify which folders you want to include in the volume.
Specify the type.

Choose the location of the storage memory card from the drop-
down menu.

Select Save.

Specify the size of the encrypted volume you want to create.

10. Assign a volume and confirm it.

11.Select OK. The new volume is created.

12. The password screen appears. To mount the newly created

volume, enter the password. Otherwise, select Cancel.

Encrypting a Storage Card on Windows Mobile Smartphones

1.

a > 0N
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Select Volumes from the main Good Defense screen.
Select File and then New.

Specify the path of the storage card.

Enter a name for the volume.

Specify the size of the volume.

The size you specify for the volume is subtracted from the total
free space available on the handheld.

Enter and confirm a password. This password is used to access
(mount and decrypt) the volume.

Click OK to save your settings.
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For more information about creating an encrypted volume, see
“Encrypting Volumes” on page 28.

Encrypting a Storage Card on Palm OS Handhelds

On Palm OS handhelds, you can access or mount both protected and
unprotected portion of the storage card. You can access the protected
portion of the card by providing the card password.

If your system administrator sets a policy that forces storage card
encryption, you are required to reformat the entire storage card upon
initial insertion, completely removing all data from the card.
Otherwise, the card is not usable, regardless of the Card Manager
settings in Good Defense on the handheld. If this option is set, you
cannot use the Format Card option.

Unprotecting a card using Card Manager removes all protected data
from the card. Information added to any unprotected portion of the
card is not affected by unprotecting the card.

When you insert a protected card, you are prompted for your Good
Defense password. If you choose Cancel, protected volumes on the
card are not available. To mount all volumes, including those on the
storage card, select Mount All Volumes from the Options menu.

To encrypt the storage card on Palm OS handhelds:
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. Select Card Manager from the Good Defense main screen. The

Card Manager screen appears.

Good Defense

Private records:

" GMD Card manager ©
Card: + GMD

CryptoProvider: w AES - 256
Protected card size: K

Recommend: Leave 3-4 MB for
Backup

[Protect ) (Unprotect) [ Done )

Select the name of the data storage card to encrypt.

Specifies the type of encryption used to protect the storage card.
By default, Good Defense includes the encryption provider AES.
AES key length is 256-bit.

Specifies the storage size, in kilobytes, of the part of the storage
card you want to encrypt. The amount must be equal or less than
the free space on the card.

5. Select Protect to encrypt the storage card.

36

Enter a new card password and confirm it.
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7. An alert appears asking you to format the external device. Click
OK to continue.

Good Defense

Private records: ¥ Show

Encryption

Unrecognized Format

Would you like to
format the external
device? This will erase
ALL data on this device.

(oK )(Cancel )

This alert appears when a card that has not been protected is
detected. The formatting applies to the portion of the storage card
you want to encrypt. The rest of the storage card is not formatted.

8. The next time you insert the card, you are prompted for the
password. If you select Cancel instead of entering the password,
you cannot view the contents of the card.

9. To decrypt the information on the storage card, select Unprotect
from the Card Manager screen.

Using Your Phone When Good Defense
is Installed

When you have Good Defense installed and your handheld is locked,
you can still use the phone to make calls. Select Dial from the System
Lockout screen to use the phone. If you have selected the phone as a
launch-protected application, you are prompted for your password
before you proceed. If you receive a call while your handheld is
locked, you do not have to enter your password to answer the call.
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Receiving Incoming Calls

When you receive a call when your handheld is locked, an incoming
call notification is displayed with the caller’s ID and the options to
either ignore or answer the call. The call progress screen is moved to
the background if you answer the call.

You can access your Phone Favorites list and Call History. You do
not have access to Contacts or other applications. Selecting other
applications returns you to the Lock screen.

8125 and Apache

The call progress screen can be displayed by using one of the
following:

ePhone hardware button
eDial button on the screen

*Unlocking the lock screen

Treo 700

The call progress screen can be displayed only by unlocking the lock
screen. Pressing the phone hardware button or selecting Dial takes
you to the Dialer screen again.

Making Outgoing Calls

Select the Dial soft button or phone hardware button to display the
Dialer screen.

Motorola Q, 8125, and Apache:

The call progress screen is displayed during the call.
Treo 700

Pressing the Control key returns to the lock screen during the call.
Unlocking the lock screen returns to the call progress screen.
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Uninstalling Good Defense

You must have administrator privileges to uninstall Good Defense
from the handheld.

Uninstalling Good Defense from Palm OS Handhelds
To uninstall Good Defense:

1. Select the Good Defense icon on the Applications screen to start
the application.

2. Enter the administrator password when prompted for your
password. When you have successfully logged in as the
administrator, a dialog appears on the handheld:

Good Defense

Welcome Good Defense
Administrator!

3. Palm OS: Select Uninstall from the Options menu.

4. Confirm you want to uninstall Good Defense.

Uninstalling Good Defense from Windows Mobile Pocket PC
Handhelds

When you uninstall Good Defense from Windows Mobile handhelds,
you must first clear all of the passwords before you can remove the
program.

To uninstall Good Defense:

1. From the Start menu select Programs and then Good Defense
folder.

2. Select the Good Defense icon.
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3. Enter the Administrator password. A dialog confirming that you
are logged in as the administrator appears.

H | Good Defense & W)=

About Backlight Brightness

welcome Good Defense
Adrninistrator

Go
Defense

Personal | System | Connectlons

4. Click OK. The main Good Defense screen appears.

}" | Good Defense & Y= ]

| Password is assigned. Tap to change it. |

I:‘ Lock on power off after

I:‘ Lock on reset
Defense:
[ Attempts limit

I:‘ I not cable synced days

Cner:

[ Showw puner info

Password | Encryption | Databases FoIcHI
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5. From the Password tab, select Password is assigned to change
password.

}" | Good Defense & T =

| Password is assigned. Tap to change itﬂ——Select to clear password.

I:‘ Lock on power off after

I:‘ Lock on reset

Defense:

] Attempts imit
I:‘ I not cable synced days

Cner:

[ Showw puner info

Password | Encryption | Databases FoIcHZE
E

6. Select Unassign and then Yes to confirm that you want to clear all
passwords.

1222 ok

Change password:

Cld password:

[ |
Mew password:

| |

Confirm password:

| Cancel | | Unassign |

7. Click OK.

8. If any volumes are mounted, dismount them.

9. From the Start menu, select Settings and then the System tab.
10.Select Remove Programs.

11.Select Good Technology Good Defense.
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12.Enter the administrator password.

13.Confirm that you want to remove Good Defense.

Uninstalling Good Defense from Windows Mobile
Smartphones.

1. Select Settings folder from Start menu.

2. Select Remove Programs.

3. Select Good Technology Good Defense.

Remove Programs B oo Y

A Good Technology Good Defense
B Good Technology 0TASetup
C S5OTI Pocket Controller

Done | Menu

4. Confirm that you want to remove Good Defense.

Admin Pas._sword

You must enter administrator password to
uninstall Good Mobile Defense

Password:

Mote: Device resets after uninstallation

5. Enter the administrator password to remove Good Defense. The
handheld resets after Good Defense is removed.
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